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GIBSON DUNN

White Collar Defense & Investigations Update September 30, 2024

DOJ Updates Its Evaluation of Corporate
Compliance Programs Guidance Focused on Al
and Emerging Technologies

Although this latest round of updates is not as extensive as the 2023 iteration, it includes
significant additions that may have meaningful implications for companies as they seek to align
their compliance programs with DOJ’s expectations.

On September 23, 2024, the Criminal Division of the U.S. Department of Justice (“DOJ”)
announced the latest revision of its Evaluation of Corporate Compliance Programs (the “ECCP”)
since its last update in March 2023. The ECCP serves as the Criminal Division’s guidance for its
prosecutors to evaluate companies’ compliance programs when making corporate enforcement
decisions. This guidance is also often consulted by companies seeking to ensure their
compliance programs are effective and would hold up under DOJ’s scrutiny. Principal Deputy
Assistant Attorney General (“DAAG”) Nicole M. Argentieri announced the revision of the ECCP
during her remarks at the Society of Corporate Compliance and Ethics 23rd Annual Compliance
& Ethics Institute held in Grapevine, Texas on September 23, 2024.

The most significant revisions of the ECCP center on three areas: (1) evaluation and
management of risk related to new technologies, such as artificial intelligence (“Al”); (2) further
emphasis on the role of data analysis; and (3) whistleblower protection and anti-retaliation. The
key updates in these three areas are discussed below, and a comparison between the 2023 and
2024 ECCP versions can be found here.
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(1) Al and Emerging Technologies

Perhaps the most significant update in this new iteration of the ECCP is the heightened focus on
how organizations proactively identify, assess, mitigate, and manage the risks associated with
their use of emerging technologies, including Al. This emphasis reflects DOJ’s increasing focus
on companies’ use of data and technology and its stated expectation that companies’ approach
to risk management will be proactive rather than reactive.

Al and more advanced data analytics tools hold great promise for companies’ management of
risk. Nevertheless, these capabilities also create risk. Although DOJ appears to recognize the
promise, the revisions to the ECCP track DOJ’s concerns about how Al and other technologies
can be misused. For example, in February 2024, Deputy Attorney General (“DAG”) Lisa Monaco
announced that DOJ would seek sentencing enhancements where offenses were made
significantly more dangerous by the misuse of Al. The following month, DAG Monaco drew a
parallel to corporate criminal prosecutions, stating that “[w]hen our prosecutors assess a
company’s compliance program . . . they consider how well the program mitigates the company’s
most significant risks,” emphasizing that for a growing number of businesses, this “now includes
the risk of misusing Al.” In the same remarks, DAG Monaco announced that she had directed the
Criminal Division to “incorporate assessment of disruptive technology risks—including risks
associated with Al—into its guidance on Evaluation of Corporate Compliance Programs.”

The position taken by DOJ in the latest ECCP is summarized by DAAG Argentieri in her recent
remarks: “prosecutors will consider whether the company is vulnerable to criminal schemes
enabled by new technology, such as false approvals and documentation generated by Al. If so,
we will consider whether compliance controls and tools are in place to identify and mitigate those
risks, such as tools to confirm the accuracy or reliability of data used by the business. We also
want to know whether the company is monitoring and testing its technology to evaluate if it is
functioning as intended and consistent with the company’s code of conduct.”

The updated ECCP outlines how companies will be expected to tailor their compliance programs
to identify and manage the risks of Al. Corporations deploying Al will need to consider whether:

e their risk assessment processes consider and appropriately document their use of Al and
other new technologies and how the risk level for intended use cases has been
determined (e.g., in circumstances where the particular use of Al creates particular risks,
such as confidentiality, privacy, cybersecurity, quality control, bias, etc.);

o the Al systems they are deploying have a sufficient degree of human oversight, especially
for high-risk uses, and whether the performance of those systems is being assessed by
reference to an appropriate “baseline of human decision-making” (e.g., the expected
standard to which human decision-makers would be held for a given use case);

e appropriate steps have been taken to prioritize and minimize the identified risks—
including the potential for misuse of those technologies by company insiders—by
implementing compliance tools and controls (e.g., through monitoring, alerts, technical
guardrails, continuous testing, human review, or confirming the accuracy or reliability of
data); and

o they are continuously monitoring and testing their technology to evaluate if it is
functioning “as intended,” both in their commercial business and compliance program,



and consistent with the laws and the company’s code of conduct. If there are significant
deviations in performance, for example where an Al tool makes an inappropriate decision,
prosecutors will look at how quickly a company is able to detect and subsequently correct
errors and any subsequent decisions.

(2) Emphasis on Data

Another key area of revisions to the ECCP confirms DOJ'’s increasing focus on the use of data for
compliance purposes, expanding on DOJ’s existing guidance:

e The most extensive revisions in this area stress the importance of ensuring that
compliance personnel maintain access to company data to assess the effectiveness of
the compliance program—including leveraging data analytics tools to create efficiencies
in compliance operations and measure the effectiveness of compliance components. This
is an area on which DOJ’s Matt Galvin, Counsel for Compliance & Data Analytics at the
Criminal Division’s Fraud Section, has focused, including with regard to DOJ’s own use of
data analytics and the government’s expectation that companies will incorporate data-
driven approaches to compliance as well. During a PLI program in June 2023, Galvin
referred to data as “a function of transparency” in an organization. The revisions to the
ECCP make clear that compliance personnel should have access equal to that of the
business teams to all relevant data, assets, resources, and technology. This expectation
on DOJ’s part was previewed by Galvin during the recent 15th Annual Global Ethics
Summit in April 2024, where he emphasized that a delta between the use of data
analytics by business and compliance teams will draw DOJ’s attention. The ECCP now
includes additional questions testing whether the company is appropriately using data
analytics tools to measure the effectiveness of compliance programs, the quality of its
data sources, and the accuracy of any data analytics models it employs.

e Other revisions in the ECCP concern data in the context of third-party management with a
particular focus on vendor risk. Prosecutors will gauge whether the third-party risk
management process allows for the review of vendors in a timely manner, and whether
the company leverages available data to evaluate vendor risk in the course of its
relationship with the vendor. This is consistent with DOJ’s increasing scrutiny of
companies’ approach to third-party management practices and their ability to assess risks
associated with broader categories of third parties emerging as potential new sources of
compliance risk.

e With regard to M&A transactions, among several revisions, DOJ now guides prosecutors
to consider whether companies “account for migrating or combining critical enterprise
resource planning systems as part of the integration process.” This again demonstrates
an emphasis on control over and access to corporate information.

¢ In examining whether the compliance program works in practice, the revised guidance
spells out more specifically that prosecutors should “consider whether the company’s
compliance program had a track record of preventing or detecting other instances of
misconduct, and whether the company exercised due diligence to prevent and detect
criminal conduct.” Prosecutors are now instructed to look at how a company uses data to
“gain insights into the effectiveness of its compliance program” and the breadth of non-
compliant conduct, beyond criminal conduct, that it is able to prevent.

(3) Whistleblower Reporting



In early August this year, the Criminal Division released guidance regarding the new DOJ
Corporate Whistleblower Awards Pilot Program. This month’s revisions to the ECCP align it with
the pilot program’s goals by including a paragraph on companies’ “Commitment to Whistleblower
Protection and Anti-Retaliation” under the “Confidential Reporting Structure and Investigation
Process” section.

In that paragraph, the new guidance advises prosecutors to consider several factors, including
whether the company has an anti-retaliation policy; whether it trains employees on both internal
and external anti-retaliation and whistleblower protection laws; and how employees who reported
misconduct are disciplined in comparison to others involved in the misconduct (meaning whether
reporting misconduct is a mitigator impacting a company’s disciplinary response). It also asks
whether the company trains employees on both internal reporting systems and “external
whistleblower programs and regulatory regimes.”

The ECCP also now directs prosecutors to consider whether and how an organization
“incentivize[s] reporting” and whether an organization trains its employees on “external
whistleblower programs and regulatory regimes.” Both of these concepts may prove tricky for
organizations to address.

Other Notable Additions

In addition to the three main areas discussed above, the revised guidance contains a few other
noteworthy revisions in other areas:

e The revised guidance makes the paragraph dealing with “Risk-Tailored Resource
Allocation” in the “Risk Assessment” section more general, removing examples of “low
risk” and “high risk areas,” and instead opting for a broader consideration of whether the
company “deploy[s] its compliance resources in a risk-based manner with greater scrutiny
applied to greater areas of risk.”

e The revisions specify that compliance training should be tailored specifically to the
“particular needs, interests, and values of relevant employees,” including being tailored to
the relevant industry and geographical region.

e Under “Autonomy and Resources,” and particularly in relation to funding and resources,
the revised guidance now asks whether the company has “a mechanism to measure the
commercial value of investments in compliance and risk management.” In our experience,
this is not a common activity of corporate compliance functions, although some certainly
do undertake such efforts.

Six Key Takeaways

The updated ECCP is likely to impact significantly how companies tailor their compliance
programs to address risks arising out of Al and emerging technologies, reflecting the rapid and
dynamic adoption of these technologies across business sectors. To put these requirements into
practice, companies will need to build effective governance frameworks and internal policies
dealing with emerging technologies and specifically addressing the new challenges and risks they
pose.


https://www.justice.gov/criminal/media/1362321/dl?inline

Here are six other key takeaways from our reading of the updates:

1.

Scope. Companies will need to assess and consider carefully whether technical solutions
they deploy may fall under the expanded ambit of the guidance. The ECCP defines Al
broadly in accordance with the Office of Management and Budget's March 2024 memo,
which expressly states that “no system should be considered too simple to qualify as
covered Al due to a lack of technical complexity,” and where the definition includes
“systems that are fully autonomous, partially autonomous, and not autonomous, and it
includes systems that operate both with and without human oversight.” Companies will
need to assess and consider carefully whether technical solutions they deploy may fall
within this definition.

Risk-based compliance. The guidance continues to emphasize that compliance
resources should be deployed based on the degree of risk, with greater scrutiny applied
to greater areas of risk. The threshold for effective compliance will therefore rely on the
design and execution of proactive and effective risk assessments that focus on the actual
use cases in which new technologies are being deployed. For example, the risks
associated with certain Al tools may vary substantially depending on the use cases for
which they are deployed. The guidance also refers to the “baseline of human decision-
making” that is used to assess the risk of an Al tool. This concern is reflected in prior
comments by DAG Monaco that “[d]iscrimination using Al is still discrimination.” That will
require companies to think carefully about the purpose for which they are deploying new
technologies such as Al, and whether such technology is effectively meeting that purpose
(without running afoul of legal requirements). Strategies employed by companies in this
area should be designed for accountability, transparency, and continuous evolution.

Accountability and transparency. Companies are expected to ensure that their new
technologies function transparently, and that decisions influenced by these technologies
are subject to human review where necessary. The guidance emphasizes that the “black
box” nature of some Al systems, and the fact that they might require more third-party
management, is not an excuse for failing to meet legal standards. Any compliance
program that deploys Al will therefore need to include effective and consistent diligence
and procurement standards for third-party models or tools used, staff internal experts with
technical competence, ensure that the compliance function is using the data at the
company’s disposal to detect risks, and maintain sufficient visibility of how new
technologies are functioning in practice and how they are impacting the business.

Continuous monitoring and access to data. The dynamic nature of new technologies,
and in particular Al, reinforces the need for regular and possibly more frequent risk
assessments and re-evaluation of compliance program effectiveness and monitoring
(including testing, which may encompass automated risk detection and real-time
monitoring, for high-risk use cases). Moreover, in addition to detecting decisions made by
Al that do not meet compliance standards, companies must also be prepared to correct
those decisions quickly. Organizations will need to be nimble in adapting compliance
systems to fast-evolving legal and technical standards related to Al, as well as rapid
technological development. There is already an abundance of practical guidance,
including by federal agencies, on best practices in Al governance and compliance, but it
has largely been intended for voluntary use (for example, the Al Risk Management
Framework released by the National Institute of Standards and Technology (NIST), which
the ECCP expressly cites as a resource). The new DOJ guidance indicates that there will
be increased regulatory scrutiny on how companies deploying new technologies are
choosing to interpret and implement these best practices. Beyond the realm of emerging
technologies though, simply articulating an expectation that compliance functions access
and monitor corporate data as, for example, a finance or audit function may, could signal
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a shift in compliance staffing, with compliance officers more often needing to have
accounting or technological backgrounds.

5. Resource allocation. The guidance puts companies on notice that in making charging
decisions DOJ may now examine whether companies are devoting adequate resources
and technology to Al risk management and compliance and to gathering and leveraging
company data for compliance purposes. This suggests that any company investing in
new technology development or deployment will need to consider whether appropriately
proportional resources are being allocated to compliance, including as compared with
overall expenditure on such new technologies.

6. Approach to compliance reporting. The revisions and additions in relation to
whistleblower reporting and anti-retaliation may result in a gradual increase in
whistleblower reports by encouraging enhancements to reporting systems that enable
employees to feel more secure in reporting misconduct. In addition to ensuring that their
anti-retaliation policies are robust and effectively communicated to employees,
companies will likely feel the need to allocate additional resources to handle a potential
rise in whistleblower reporting in the long term. They will also need to grapple with what
they could do to “incentivize” whistleblowing, and whether and how to train employees to
report to third parties, in addition to internal corporate channels. While companies
typically train employees on the internal procedures for reporting and anti-retaliation
protections, it remains to be seen how companies put into practice DOJ’s guidance to
train employees on “external whistleblower programs and regulatory regimes” and how
DOJ will react to those practices in the context of enforcement.

Conclusion

While the regulatory landscape for Al and other emerging technologies remains unsettled, it is all
but certain from the latest revisions of the ECCP that DOJ has its eyes firmly set on the way
these new technologies will shape and increase companies’ risk exposure. Along with the other
changes in the ECCP outlined here, companies will have to consider carefully and proactively the
compliance implications new technologies will bring to their business.

DOJ’s updated guidance underscores the need for companies to evaluate their programs, update
their policies and procedures where needed, and stay abreast of how technology can be used to
boost—as well as skirt—compliance controls. Our team has deep experience with these issues
and is well positioned to assist companies with tackling them as DOJ is set to intensify its focus
on this area.

The following Gibson Dunn lawyers prepared this update: F. Joseph Warin, Patrick
Stokes, Stephanie Brooker, Michael Diamant, Eric Vandevelde, Oleh Vretsona, Frances
Waldmann, Victor Tong, José Madrid, and Kate Goldberg.
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